5

SSL AEMEFE(ERFIER] (Z2%5)

https://kb.swivelsecure.com/wiki/index.php/SSL_Certificate_PINsafe_Appliance_How_t
o_Guide

REIAEICRIH T 58 A R4 X VIP O NAT & L COB# L T\ 5 luserportal.xxxx.co.jpl %
FIHT %,

Webmin o SSLGEMFIZHIY T, B CiElFE ke fI 3 2,

F—AFT7IZJIKS THY . DER TER S, X509 TOA R— kLT 5,
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5. SSLEEHIED T 2 7 T = R ettt 7
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9. Tomeat DFFELEY ...ooiiiiiiee et e et e e 13
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1. AgA Y

1.1. SSH T AP-Primary ~##i9 %

2. B—AHILEEBAZEDER

2.1. Tomcat -> 4.Certificate Management -> 1.Create a local Certificate % &R 3 5,

Swivel Maintenance (c) 2012
Certificate Management

cal Certificate

3. Import Certificate, Root CA or Intermediate

. Yiew kevstore
. De C ficate from Keystore
) ficate
Clone certificate

Select: 1[]

2.2. #R% 2048bit & T H 70T, 2.2048 ZIEINT D,

Swivel Maintenance (c) 2012

Create Local certificate
Certificate Key size

1. 1024
2. 2048
3. 4096
0. Exit

Select: 2

2.3. TRefEdz ANT %,

Domain Name:***

Company Name: ***
Department: ***
City: ***
County: ***
Country Code: ***
2.4. F¥—ANT 2R T D720 4.View keystore & 8#IRT 5,

Swivel Maintenance (c) 2012

Certificate Manazement

Create a local Certificate

oot Ch or Intermediate

tificate from Kevstore
Generate a Self Signed Certificate
Clone certificate
Exit

1.
2.
3.
4.
5.
6.
7.
0.

Select: 4[]




2.5.

B L= — A R T DA U T A Iswivel] ZATL., ANERICHEEWRW &%
BRI 5,

3. CSR M7

3.1.

3.2.

3.3.

3.4.
3.5.

Generate CSR # %R %,
Swivel Maintenance (c) 2012

Certificate Manazement

Create a local Certificate
Generate CSR
Import Certificate, Root CA or Intermediate
Vie ore
Certificate from Keystore
> a Self Signed Certificate
rtificate

1.
2.
2

[S=IESN S SIS I

FIF EER LREE=A U 7 A [swivel] # A7) L. CSR 2% [/backup/upload/|
Bl FICHER S 7= 2 & 2R3 5 5,

Swivel Maintenance (c) 2012

Generate CSR

Alias name: swivel
Alias name: selfsizned

Enter Certificate name to create CSR for: swivel
CSR created in /backups/upload/swivel.csr

Press Return to Cont inue]

CSR ## v >n— 35792 Webmin (https://AP-Primary:10000)~12 7 A >
Do

Others -> Upload and Download %7 V v 7 4 %,

Download from server % 4R L, File to download .../ 5 61E E{ER S 47z CSR
77 ANZEIRL, Download #7 Y » 27 LT CSR Z{R17F7T %,



S Upload and Download

« C & :
3P S Senju Service Manager logon [ Google TN System Center 2012+ Outlook 73 —L ik

Webmin Others Cluster System Hardware Servers Networking

Upload and Download

Show sidebar

Download from web Upload to server Download from server

This page is for downloading a file from the system running Webmin for display in your browser or
saving on the same system,

Download file from server to PC
File to download /backups/upload/swivel.csr

Show in browser if possible? Yes * No

Download

3.6. File to download ®...7»>5/home/swivel &3l Y | keystore 7 7 4 A BFEL TN D

TR T D,

Directory of /home/swivel/

0 |l 4 kB 27/May /2011 \n:za
B [bach losout 04 bytes 21/Feh/2012 ‘m 55
m_bash profile 191 bytes  |21/Feb/zniz  [1:55 |
B |[bashrc 124 bytes  |[21/Feb/2012 01:55
canna 5.49 kB 21/Feb/2012 01:55
B (levstore 358 kB 04/0un/2014  [00:45
W [[evstore 240614 1403610208 135 kB 24/0un/2014  [on:ad |
a swivel 4 kB 02/Jun/2014 20:43
23 |swivelportal 4 kB 04/Jun/2014 17:20

| Ok | |fhome/swivel

4. SSLEIFBAZDHETT
4.1. SSL %17 Web HE[fHIZT 7 A L, #HHERD [Eie) 22V v 795,



4.2.
4.3.

4.4.

4.5.

4.6.

\/ Net One Systems Co., Ltd. - Information Technology
Symantec.Department . _ EES
Y N A 7% —TUFPKl for SSL H—E 2

FORMEE SEAEOMIR: (EFATY-4D v | ES

B ZFIRPOIEAZOERITOWTII. FEEMEBRO 0B sV EIRNETRETT

BT WERSMASHORE TERTELG /RS, BIEOIALEICLUBAZORE
R SSRUN D HIFSI T 3. BETIETRETY

XK3h SIREORISIENFEELIBEITIIZIBRZDRIETET
BF BEEOFETA-ITFLAN SEAEOIE F— LI CLUSBRAB DR RN TE

FAQ 7#—UEPKIfor SSLIZDLTIZTES

I8 |24 Il Copyright ® Symantec Corporation. All rights reserved

Vv Norton

oy Symantec

HEEE e AT 2,

=NV 7 Y =2T7BRLOPCSR TIH =AY T hT =7 Z@RL T EEW) TIS

DS DOY—_E2BIRL, ICSR7Z7ANDT v 7 ua— ] 28R L%, BIZEXY
> —RL7ZCSR 77 A VEEIRT 5,
SFEEAL 7 LT Y X AT [SHA-1 with RSA| Zi®IRT 5,

sIEAER B IOV L

SIEREMBEBOMERICED 7L U X LZEERLE T . 7HD VMOEEEICL-TIZ. COFIBAZICHIOBOESESFE7 I X
LBEENHERD) -V EBERTEDRLESBUE T,
W7 LT X LB ETEAT T ? FELUI LD » DL TS,

@ SHA-1 with RSA - EE:2017 £ 1 A 1 BLYURICHERITINIC T 24 EDBUE T,
' SHA-256 with RSA BES1{t
' DSA with SHA-256

AEAEOIGA T v a T =T A2 282, AMIR1IFELT 2,

SIHEQMREA T a

COFEAEERALTBY — IOEEA DL T TS,

_gi TSR
EFRETTETIT SHA-1 SSLEIBAS% 2017 &
AEHHAR: € 1= O 2= C = C 4F 1A 1 BEYRICHR TIRBIEHLETT .

Fx LT L —XT [*¥*% ] LA S5,
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4.8. SETHMMZMER L., A—/L2KDDERD,

Net One Systems Co., Ltd. - Information Technology

\/ mantec.Department BARE v
EymaeE NI AL T —TFPKI for SSL -2

.
BFEHENETLELIE

Net One Systems Co., Ltd. @I+t —) i IDOEREEHTE T\ L E LT WE2A - BEL TOTITERTES .
;’aﬂgigla ERERIEIR CE AT E T ASRERS ST TVWLETEAIICT Y DAV A—ILICRE T 2RALEE

o

ZERBYELIS, BIEEICTERTE ).

XZa-ICE%
¥I8% |2x— )| Copyright ® Symantec Corporstion. All rights reserved

Norton

SECURED

4.9. https!//www.verisign.co.jp/repository/intermediate.html ~7 7 AL, X =7 -
H— 1D HHf CAGERE, 7 A b— FREMHEAELZ a2 —L, 77 A4 b T
Do



Class 3 PRICASEHS
% —)iD-EV SSLEIAE

PREICAREEAE OO )—|sREHEEAE

(=REH- £ RmEH) (CREH - ®mthE)

S0—i)L- % —iD EVAPRic
AST8

S0-13)b-% —)D EV

24 a7 —)iD EVAPRcA

t+a7-¥—)DEV

FO— 8L =)D HCA

SO-5L-9—iD

2427 —) DA PRIcAsE

t¥+a7-¥ 1D

HE
427 - —/AIDAPRICATIIAE 2|2
w35 (I 0|
AE

o LITFI3. 2010510 108 OHHEE LRI CRsESN It £ 27 - 9 - DT FIRALACPRICASERE T T .
(720U, 23 —UFPKI for SSLIEIE)
WREBRFES O, LUBENSSUBRIS 7 a0 7 D1z %0 REE T8I, 2021 —F3F AZIE
EHRTAVAL =L TSN,
HLGEdin:
BAEEEER 1 2048bitRSA
FE7IT VA L sHA
HDEARR : 20208 2R 7B(GMT)
Subject:
CN = VeriSign Class 3 Secure Server CA - G3
QU = Terms of use at https://www verisign.com/rpa (c)10
OU = VeriSign Trust Network
O = VeriSign, Inc.
C=US
Serial Number :6e cc 7a a5 a7 03 20 09 b8 ce bc 4 €3 52 d4 91
Certificate SHA1 Fingerprint:5d eb 8f 33 Be 26 4c 10 {6 68 6f 5f 8f 32 b5 4a 4c 46 b4 76

2TEIR

----- BEGIN CERTIFICATE-----

MIIF7DCCBNSghwIBAzIObsxBpacDlAndzrz0BYLUKTANBgkahk i GIwOBAQUFADCE
v ELMAKGATUEBhMCYYMxF 2AYBeNYBAOTD 1 Z 1cm | TallduLCBJbmMuMRBwHOYDYOOL
ExZWZ¥JpU2 InbiBUcnYzdCBOZXR3b3JrMTowOAYDYQOLEZEoY vk eMi Awl i BYZXJp
U2InbiwgSW5jLiAt IEZvciBhdXRob3dpenVk IHYZZSBvhnxSMULwOwYDYQODEZ: W
Z¥JpU2 I nbiBDbGFzeyAzIFBI YmxpYyBOcm |t YXJSIEN I cnRpZn| jYXRph2420XV0
aGIyakRSI1CO2RZUwHhCNMT Awb i AAMDAwMDAWNhCNM ] Awhj A3Mj M1OTUSY | CBY TEL
Ak GATUEBhMCYYMxF2AVB2NYBA0TD I ZIcm | TallduLCBJhnMuMREwHOYDYQOLExZW
Z¥JpU2 I nbiBUcnYzdCBOZXR3b3JrMTswOQYDYOOLEzJUZXJt cyBvZiB1c2UeYX0g
aHROCHMBLyY93d3cudnyyaXNpZ24uY29t L3JwYSAoYykxMDEvMCOGA T UEAxMnYnYy
aV¥NpZ24202xhc3MeMyBTZWN cnl2U2VydnYy ITENBICO gRzMw22E i MADGCSqGS Th3
DOEBAQUAA4IBDwAwz2EKA0IBAQCKh40f wexFSbyrdZenral+nLr2uTndi8rCrFhG
Sht | jkRPTcEv7QIK1KIOEJxoiyEYedmbESr iNDTBB1vzSXt i 20iBdANGIeGwCl /nd
fOMnY/ 1 2z 2252Chew0EBRJK2GE WOSSHRKNKEdCuqWHAsY /KNLOBS j i NDAL Gy UhhDK

zAUngngEFBGCBAQQOMCYwJAYIKwYBBQUHMAGGGGhUdHAGLVBvYSNwLnZlcmlz

ES | /dds/U0Y /hhrzPPpt f AHTUErTAYUSHLYn0ANKGHs 4TvoPAeMBALG] g2HfMIIB
WuLmNvhTASBeNVHRMBAT BECDAGAGH,/ A cEAMHAGA 1 Ud T ARPMGCWZOYLYIZTAYhA

4.10. SSLGEAEEHE N D A — L TH— FEAERE L O T, RIFT 5,

5. SSLifBAZED 7w 7O—F

5.1. Webmin _E T Others -> Upload and Download %= 7 V v 7 9 5,

5.2. Upload to server Z %R L, File to upload £ Y A — /L T&X 7= — FEHE, E¥ =
7 - H— " ID A CA ZFAE, 7oz — FREMAIFAELZ RN L, File or
directory to upload to (Z [/backups/upload] & AJjL. Upload #7 U v 7 3 5,

53. T w7 m— FMET LI Z R D,



6.1.

6.2.

6.3.

SERAED A ViR—k

PHGEAE L 0 R —n"BaELZANLRWVWEL DT D,

Y= GEAEA R F— VR, TRRO= T — NI TOEBFEO A U7 2 2 HIBR L Tl
AYSRANAN

"Please delete the existing certificate, before generating a new one"

PRI =R AE LA T~ RIA b Fiioa~y Re AT 5,
keytool -importcert -keystore /home/swivel/.keystore -alias swivel -file
/backups/upload/response.txt —trustcacerts

FEAMIX FEE URL @ 4. Import the Certificate ([ZFE#i23®H 572, LT HERT 5,
https://kb.swivelsecure.com/wiki/index.php/SSL_Certificate_ PINsafe_Appliance_
How_to_Guide

SSH #2#%¢ L 7= AP-Primary £ C. 1.Tomcat ->4.Certificate Management -> 4.View
keystore Z &N 2,

Swivel Maintenance (c) 2012

Cert ificate Manazement
. Create a local Certificate

ificate, Root ChA or Intermediate
4. w kevstore
. Delete Certificate from Kevstore
. [f Signed Certificate
. Clone certificate

BEfFDxA U7 A%k L. Enter ¥ — % L T Certificate Management [#jj & T
R2,
Swivel Maintenance (c) 2012

View Kevstore

Enter Certificate name to view, or Return for all Certificates: []

Import Certificate, Root CA or Intermediate % &R 7%,



6.4.

6.5.

6.6.

Swivel Maintenance (c) 2012

Certificate Management

from Kevstore
d Certificate

TyZua—RNLicraA— R NEAEO T v A NVHE AT D,

Swivel Maintenance (c) 2012

Import Certificate
HERR R R R R R R AR R R R R R R R R HH AR R R Rt 0
Bt Upload wour Certificate response, Root Ch or Intermediate file ##
Bt to /backups/upload i
FRERRRRRREREHHH AR AR R R R R HH AR AR AR R R BB HHH AR AR R BB RRHHHH R AR BB SR BB ]

nter the filename of the file vou uploaded: cross-root.cer]

FIZHER LA VT AN DA VT AZLETASIL, Yes & AL, FEEN
F—A MTITBEMENTZZ &L 2HERT D,

Swivel Maintenance (c) 2012

Import Certificate

HHERSHA R R R R R R R B R R R R R R S R
i Uoload vour Certificate response, Root CA or Intermediate file ##
i to /backups/upload

#
BRI R R R R R R R R R R R R R R R R

Enter the filename of the file you uploaded: cross-root.cer
Enter a unique alias name: veri-cr-140625

=/MNo): Ye
added to kevstore

Press Return to Continue.[]

Import Certificate, Root CA or Intermediate % &R 7%,



Swivel Maintenance (c) 2012

Certificate Management

Create a local Certificate
rate CSR

rt Certificate, Root CA or Intermediate

n Keystore
Certificate

1.
4.
5.
6.
7.
0.

6.7.
Swivel Maintenance (c) 2012
Import Certificate

R R R R R R R R R R R R R R R R R R

it Upload vour Certificate response, Root CA or Intermediate file H#

it to /backups/upload

H
HEHR R B R R R R R R R R R R R R R R R R R R R R R

Enter the filename of the file vou uploaded: secure-server-id.cer]
6.8. IR LA VT ARWEIFIEANLEUNDO AV T ZAZEETAI L, Yes
EATIL, GEHERT —X MNTICBMENTZZ & 2R T 5,

Swivel Maintenance (c) 2012

Import Certificate

HHEHHHER R R R R R R R R R R R
#tt Upload wvour Certificate response, Root CA or Intermediate file ##
## to /backups/upload Ht
HEARHHA R R R R R R R R R R R R R R R

Enter the filename of the file vou uploaded: secure-server-id.cer
Enter a unique alias name: veri-ss-140625

hre vou sure? (
Certificate wa

Press Return to Continue.[]

6.9. 3.Import Certificate, Root CA or Intermediate % 33 %,
Swivel Maintenance (c) 2012
Certificate Management

. rom Keystore
6. a Se d Certificate

1
4.
2
7

0. Exit

Select: 9]

6.10. 7 v e — RNLEV— EHEO 7 7 A VAL EATIT D,



Swivel Maintenance (c) 2012 rimary

Import Certificate

e

Enter the filename of the file vou wlcaded: —.c2r

6.11. CSR EITHICFIH LIz A U7 R swivel Z# A1 L., Yes Z AN L, FFHEN X
— A2 N7 4/xb—wéMK_k%%mT5

Import Certif

HHBHHBHERNBRHR ”"M LEERELBEREEREERERREBE R R LB R LB ERRE RSB RLRER S
it Upload your Certificate response, CA or Intermediate file ##i
#H to /o | cac i
HHBHHBHERNBHRHR ”qhﬂ LEERELBELEEREERERREBE R R BRLBERRER BB RLRER S

er the filename of the fi

a unique alias name: sw

ress Return to Contirue.[]

7. A R— DR
7.1. View keystore % i®iR 3 5,

Swivel Maintenance (c) 2012

Cert ificate Manazement

al Certificate

7.2.

7.3. Y= NFEBHEDOYA . Entry type 28 PrivateKeyEntry, Certificate chain length 73
A VA= b LIiEHER A+ 1A EIOSHE, 8 DOREAELZ A VAR — M LIzDT L



7.4.

8.

8.1.
8.2.

8.3.

8.4.

STWAZ & ERET 5,

Certificate name to view, or Return for all Certificates: swivel

un-2014

X7 - = ID PR CAZE®E, 7 o2 — FREMIAWNEDOT AV T 2D
e 1L, Entry type 23 trustedCertEntry & 72> TW\W5 Z & 2R T 5,
iew, or Return for all Certificates: veri-cr-140625
tion ¢ Jun 7014

Entry type: t edCertEnt ry

o LEERAZE D HIBR
A=A VT AL OFEHERHT LWGEAEL D BICHAAENDIHENH DD T, /i
DAY T AL OFEAEIILTHIRT 5,
Webmin & ¥ . Others -> Upload and Download =7 U v 7 35,
File to download @...72>5/home/swivel &3l Y | keystore DNy 77 > 77 7 A )L
NFEELTWD Z L 2RI 5,
Directory of /home/swivel/
l[f:;—\_ |4 kB [ May /2011 11226 |
[ [[besh toout 24 bytes  |21/Feb/2012 o155 |
Elbash orofile 191 bytes  [2i/Feb/zoiz [oisss |
m bashre [124 bytes  [p1/Feb/2012  |o1:55 |
|—‘ canna 549 kB fi/rebsoiz - Joiss |
|—|L vstore looa ke [es/dunsz0ia is:08 |
[ [[tevstore 250614 1403655051 135k8  |ps/uun/znis [peizs |
B [[re bssie  [psraunsanis Jfiriso |
E ey 483 kB lessauns2014 755 |
m ‘|6.35 kB HQﬁ/Jun/QDM “13:03 ‘
SSH ™ AP-Primary C. 5.Delete Certificate from Keystore % 3R 3%,

Swivel Maintenance (c) 2012
Certificate Manazement
Create a local Certificate
ficate, Root CA or Intermediate

from Kevstore
ed Certificate

1.
2.
3.
4.
5.
6.
7.
0.

selfsigned & AJJ L, Yes & AJ19 5,



Swivel Maintenance (c) 2012

Delete Kevstore
bl ias name: veri
Al ias name: ve
4| ias name:

Al ias name: ¢

Enter certificate Alias to delete: selfsizned

bre you sure? (Yes/No): Y

Press Return to Cont inuel]

8.5. 4.View keystore &R L. —A U 7 AT self-signed N Z & ZF2 L. Enter %
i S

Swivel Maintenance (c) 2012

View Kevstore

Al ias name: veri-cr-140625
) 40625

LI

Enter Certifi
9. Tomcat DEHILH
9.1. Exit->2.Restar & #7%, Yes & AS1 35,

Swivel Maintenance (c) 2012

Tomcat : [ENIINE

. Stop
2. Restart
3. HTTPS/HTTP

. Certificate Manazement
). Main Menu

o
0

ire vou sure? (Yes/No): Yed]

9.2. fi#EN%. Tomcat /¥ Running & 72> T\ 5 Z L RIS,

Swivel Maintenance (c) 2012

Tomcat :

1.
2.
3 HTTPE/HTTP

1 Certificate Management
0. Main Menu

Select: []

10. SEBAZ DR

10.1. 4k £ ¥ httpsi//userportal.xxxx.co.jp:8443/proxy/SCImage?username=test ~7 7
AL, FEAENELSA VA b= ENTND Z L E2iRT 2,

11. Standby H—/\~DFIAED 1 VX F—JL

11.1. WinSCP %P &, AP-Primary ~##i 3 5,




11.2. /home/swivel/.keystore 7 7 f L& B —H L2 —F 5,

11.3. WinSCP %P &, AP-Standby ~##i 3 5,

11.4. AP-Standby L ® keystore 7 7 A V% U x— LT %,

11.5. BiF e — iz ©— L7z keystore 7 7 1 /L % /home/swivel/~2 &'—9 5,

11.6. AP-Standby [®.keystore 7 7 A V&2 A7 YV vy 7 L, 7u T Zl&E, 7 v—78
FOETHEE % swivel &35,

keystore OZ708T« 21 x]
28 |Foenth |
1 BHIFAb
BeF Fhome /swivel
HAX 83917 B
-7 swivel [1002] S
PR fwivel [1002]] =

B-zwvay  EEEQ VR VW [ X [T UDORE
I-7@ VR [ W [ X [ GDORE
MAH) VR [T W [ X [T AFrE-tu

sxegnE) [0644

I | ALTH) |
12. 4 ViR— FDFER
12.1. SSH T AP-Standby ~2 7 A 95,
12.2. Tomcat -> 4.Certificate Management -> 4.View keystore % i#&iR L. AP-Primary &
MU A VT ANDD I & EMHERT 5,

Swivel Maintenance (c) 2012

View Kevstore

Al ias name: veri-cr-140625

Enter Certificate name to view, or Return for all Certificates: []

13. Tomcat DB E]
13.1. Tomcat -> 2.Restart Z3%&R L. Yes & AS1 95,

Swivel Maintenance (c) 2012
Tomcat : FERI

Stop

Restart

. HTTPS/HTTP
Certificate Manazement
. Main Menu

1.
4.
0

Select: 2

ire you sure? (Yes/No): Yed[]



14. R
14.1. #:N &V https://AP-Standby:8080/pinsafe # B &, FEHE AR T 5,
15. FEI7 7 A LDOHIBRRUOY O—X
15.1. AP-Primary % B\ T % WinSCP T. [/backups/upload] 7«1 L7 bV ZB X,
CSR, #— NGiEE, %27 - — N ID A CAGEAE., 7 v 20— REREM
AEAFEZHIRT S
2Lk



